
We provide “White Glove” Infrastructure as a Service (IaaS), 
Security as a Service (SECaaS), Compliance-as-a-Service (CaaS) 

and a host of Managed Services.

Compliance Packages
For Regulated Industries



Get Your FREE Compliance Consultation
Call 877-700-WHOA x 796

      Virtual CISO 
WHOA.com’s Virtual Chief Information Security Officer (vCISO) service provides companies of all sizes and 

industries with executive-level guidance and leadership, but without the costs associated with hiring a full-time 

“C-suite” employee.

 

The vCISO partners with you as a trusted member of your leadership team to develop and maintain a 

company security vision and strategy by doing the following:

 

•	 Conveying industry trends and leading the team in architecting solutions

•	 Developing long-term security and compliance plans

•	 Budgeting and forecasting

•	 Assessing risk appetite and applying this to program development

•	 Determining the proper security framework(s) with which the company must comply

•	 Providing guidance and direction in achieving any compliance requirements the company may have

•	 Act as an objective resource for boards of directors to rely on for advice and guidance, independent of bias

Identify 
Vulnerabilities

Attempt 
Exploitation

Report 
on Findings

Facilitate 
Remediation 

CISO Lead Penetration Testing
Security teams with decades of IT security 
experience, collaboration, and knowledge

Built on Security Intelligence
Information gathering and strategies from 
thousands of security assessments

Best Practices
Leveraging independent research, professional 
exchanges, and current events

Bleeding-edge Exploits
Working to make sure no new vulnerabilities slip 
through the cracks or escape advanced analysis

     Penetration Testing
At WHOA.com, our penetration testing security engineers are battle-tested on the front lines every day. We 

deliver comprehensive security intelligence that lowers risk, prioritizes solutions, and minimizes business 

disruptions. Whether testing for security vulnerabilities or exploiting them, our teams have the expertise, 

ingenuity, and integrity to uphold your trust and put your mind at ease.



Contact us to discuss NIST based risk assessments for requirements such as:
NY DFS Regulations, SOX, GLBA, FISMA, FERPA, FIPS, and GDPR

Compliance leads to stronger operational controls that in turn 
lead to more efficient organizations.

Increased awareness of compliance, and how to mitigate risk 
and prevent incidents, lowers the risk profile of the organization.

Ability to demonstrate compliance with relevant industry or 
international standards offers a competitive advantage and 
builds a perception of the organization as trustworthy.

Customer and regulatory concerns over the security of personal 
data can be proactively addressed.

The risk of adverse incidents occurring is lowered; if incidents 
do occur, exposure is lessened by being able to prove that a 
functioning compliance system is in place.

Improves change management by streamlining the process of 
creating the documentation associated with process changes, 
ensuring there is always an up-to-date record, and allowing 
changes to be implemented more quickly. 

Why You Need Compliance

Any organization that exercises a duty of care over its customers must not only 
comply, but be able to demonstrate ongoing compliance with an increasingly 
demanding regulatory environment. As a result of a number of well-publicized failures, 
organizations are keenly aware of the business impact and reputational damage, 
not to mention civil and even criminal liability they can face if they are found to be 
non-compliant. This puts compliance high on the management agenda, and while it 
is often perceived initially to be an unnecessary burden, the business benefits of 
compliance soon become apparent:



Package Description Bronze Silver Gold Platinum

Cloud Managed Firewall with 7 Layers of Security ✓ ✓ ✓ ✓

Patching for Hosted Servers (OS Patches Only) ✓ ✓ ✓ ✓

Data Breach Financial Protection Policy 
Specific limits per merchant up to a maximum of $100,000 per MID  
and $500,000 per merchant with multiple MID’s

✓ ✓ ✓ ✓

Internal Managed Antivirus & Antimalware ✓ ✓ ✓ ✓

Signed Business Associate Agreement (BAA) ✓ ✓ ✓ ✓

Access to Firewall Configuration for Audit Purposes - ✓ ✓ ✓

Compliance Portal for HIPAA Security Risk  
Self Assessment - ✓ ✓ ✓

Professional Services – 4 Hours Annually - ✓ ✓ ✓

HIPAA Security Policy Template - - ✓ ✓

Network Diagram with Data Flows - - ✓ ✓

Required Online Annual HIPAA Security Training 
Course for Staff - - ✓ ✓

Patching for 3rd Party Applications (Java, Adobe) - - - ✓

Scanning for Sensitive Healthcare Data Annual Quarterly Monthly Weekly

Penetration Test Discount - 5% 8% 10%

HIPAA Compliance Packages
Covered entities must make sure that they have Administrative, Physical and Technical 
safeguards in place when securing ePHI data. WHOA.com’s HIPAA practice will guide customers 
through each of these safeguards as the Code of Federal Regulations (CFR) references them. 

Business Associate Agreement (BAA) offered with all HIPAA hosting solutions.

Additional Compliance Services: File Integrity Monitoring (FIM) Log Manager (Recommended). Managed File Integrity Monitoring with Daily Review (Recommended).  
External Penetration Test, Pricing based on number of IP Addresses and web portals (Highly Recommended). Internal Penetration Test, Pricing based on number of 
IP Addresses (Highly Recommended). Encrypted storage (Required).

Terms and Conditions: Data Breach Financial Protection Program for Medical practice is limited to one location, additional locations will incur additional fees. Internal 
Managed Anti-Virus & Anti-Malware for up to 10 Virtual Machines included. Compliance Portal for HIPAA Security Risk Self Assessment for one location or EMR 
database.  Additional charges for multiple locations and/or databases.



PCI Compliance Packages
WHOA.com offers a Fully Managed PCI Compliant Cloud and has gone through the rigorous 
process of obtaining and maintaining PCI compliance so that our customers feel confident in 
meeting their own compliance requirements. 

Following PCI Security Standards Is Just Good Business.

Additional Compliance Services: External Penetration Test, Pricing based on number of IP Addresses and web portals (Highly Recommended). Internal Penetration 
Test, Pricing based on number of IP Addresses (Highly Recommended).

Terms and Conditions: Data Breach Financial Protection Program is limited to one location, additional locations will incur additional fees. Internal Managed Anti-Virus and  
Anti-Malware for up to 10 Virtual Machines included.

Package Description Bronze Silver Gold Platinum

Cloud Managed Firewall with 7 Layers of Security ✓ ✓ ✓ ✓

Patching for Hosted Servers (OS Patches Only) ✓ ✓ ✓ ✓

Data Breach Financial Policy 
Specific limits per merchant up to a maximum of $100,000 per MID  
and $500,000 per merchant with multiple MID’s

✓ ✓ ✓ ✓

Internal Managed Antivirus & Antimalware ✓ ✓ ✓ ✓

Access to Firewall Configuration for Audit Purposes - ✓ ✓ ✓

Compliance Portal for Self Assessment  
Questionnaire (SAQ) and Quarterly ASV Scans - ✓ ✓ ✓

File Integrity Monitoring (FIM) Log Manager - ✓ ✓ ✓

Managed File Integrity Monitoring with Daily Review - ✓ ✓ ✓

Professional Services – 4 Hours Annually - ✓ ✓ ✓

PCI Security Policy Template - - ✓ ✓

Network Diagram with Data Flows - - ✓ ✓

Required Online Annual PCI Security Training  
Course for Staff - - ✓ ✓

Patching for 3rd Party Applications (Java, Adobe) - - - ✓

PAN (Primary Account Number) Scanning for  
Sensitive Credit Card Data

Annual Quarterly Monthly Weekly

Penetration Test Discount - 8% 10% 15%



Threat Detection and Prevention
Cloud platform deployed with enterprise-grade intrusion detection, intrusion 

prevention, and perimeter security services.

Compliance and Certifications
Easily implement effective controls, policies, and procedures to protect data, and 

maintain compliance with a broad range of regulations and requirements.

Real Time Monitoring
Organizations are provided with visibility and transparency their cloud security, and 

resource performance in real time.

Multi-Layered Security
Cloud platform utilizes multiple layers of security that focuses on three key areas: 

physical, software, and infrastructure.

Enterprise Architecture
Best in class commitment to technology including datacenters, connectivity, hardware, 

and security.

Multiple Top Tier Data Centers
Use of multiple top tier datacenters to provide bi-coastal redundancy, 

and enforce rigorous security policies.

The WHOA.com Advantage

https://www.whoa.com/why-whoa


Compliance FAQs
Do you offer consulting services to help me through 
these regulations?
A: Yes. We offer professional services to assist with 
getting you started and then helping to get you through 
the various tasks and requirements that are needed to 
become compliant with regulations such as PCI and 
HIPAA. From policy writing to training of your staff, to 
CISO-as-a-service offerings, we can help you through the 
maze of compliance regulations. 

Why do I need File Integrity Monitoring?
A: File Integrity Monitoring is very important protection 
for your PC’s and servers that watch over your program 
and system files and can raise alarms when something 
changes. Some changes to these files are acceptable (like 
Windows Updates), but other changes may not come from 
a trusted software publisher and need to be investigated 
and possibly remediated. If you do not have a system like 
a FIM tool watching over your system, you may not realize 
what has changed without your knowledge.

What is the difference between patching solutions 
for the Operating System (OS) only and 3rd party 
patching?
A: Operating Systems patching only covers the operating 
system itself (such as Windows, LINUX, etc.) whereas the 
3rd party application patching can cover a wide variety 
of applications you may have installed on your systems, 
such as Java or Adobe.

Why would I need to scan for sensitive data such as 
PCI and Healthcare Data?
A: Scanning for sensitive data is important to ensure that 
you are not storing any data that should not be stored. It 
can also be useful to determine if your staff has copied 
data in error or tried to remove data from your systems.

I know I must comply with HIPAA, but do I have to 
comply with PCI too?
A: If you are a healthcare entity that must comply with 
HIPAA, and your business accepts payments from 
patients via credit card, then you most likely will need to 
comply with PCI regulations as well. PCI mandates that 
all merchants (those that accept credit cards) comply in 
one way or another with PCI standards. Discounts are 
available for customers who may require both packages.

Why do I need a network diagram with data flows?
A: A complete network diagram is required by regulations 
such as PCI. It is also important to document the way 
your network has been designed so that troubleshooting 
can occur when needed. Under PCI ASV scanning rules, 
for instance, you may not be able to pass a filed exception 
to failed scans if you do not have a network diagram that 
shows open ports and direction of allowed application 
data. 

Why would we need a penetration test?
A: A penetration test of your systems by an experienced 
penetration tester is the only real way to find out if your 
systems are secure enough or not. You may not know 
what holes exist in your system that can be exploited by 
hackers and viruses until it’s too late. Having a pen test 
done regularly, especially after major changes to your 
systems, may be the only way you learn of issues that can 
comprise the security of your systems before it’s too late. 

I already have vulnerability tests running on my 
systems, is that the same as a penetration test?
A: No. A vulnerability test is designed to report on issues 
that may exist, but they do not take the next steps of 
trying to exploit those holes to see how far a real attacker 
may be able to get if they were able to compromise a hole 
such as a missing patch or a misconfigured system. A 
penetration test is the only real way to find out how much 
damage can be done by a hacker or a virus that makes its 
way past your current defenses.  

What are the penalties for non-compliance with PCI 
regulations?
A: The payment brands may, at their discretion, fine an 
acquiring bank $5,000 to $100,000 per month for PCI 
compliance violations. The banks will most likely pass this 
fine along until it eventually hits the merchant. Furthermore, 
the bank may also terminate your relationship. Penalties 
are not openly discussed nor widely publicized, but they 
can be catastrophic to a small business. It is important 
to completely understand your merchant account 
agreement, which should outline your exposure.

Why are the PCI related packages more expensive 
than the HIPAA packages?
A: The PCI regulations require more elements as part 
of the PCI-DSS compliance mandates, including File 
Integrity Monitoring and Daily Review of those Logs, as 
well as Penetration Testing for merchants that utilize older 
technology for credit card processing. 

How do I purchase more hours of professional 
services from WHOA?
A: For a customized quote on additional hours of 
professional services please contact your WHOA.com 
representative. 

What insurance does WHOA have in place?
A: WHOA has a multi-million dollar policy which includes 
cyber liability provisions in place through USLI, a Berkshire 
Hathaway company.

What compliance certifications does WHOA have?
A: WHOA.com has been audited to the highest established 
standards of ISO 27001:2013, PCI DSS 3.2 and HIPAA 
proving our commitment to deliver compliance for 
regulated industries.



The WHOA.com Cyber Secure Cloud PlatformTM (CSCP) is the only cloud that combines 

an enterprise-grade architecture featuring multiple Tier IV data centers and a security 

configuration with intrusion detection and intrusion prevention services.

WHOA.com’s secure cloud infrastructure features ISO 27001 and PCI DSS 3.2 

certifications and HIPAA compliance for cloud-enabled solutions.

Security Is Built Into Our DNA

Secure Cloud

Compliance

Private Cloud

Disaster Recovery

Visit: whoa.com  |  Contact us at: 877-700-WHOA x 796 |  Email us at: sales@whoa.com


