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DATA BREACHES

Data breaches are like heart attacks; although they can be catastrophic, 
there are many ways to protect against such an outcome in advance. Just 
like the doctor tells us to eat healthy and exercise, data breaches can be 
avoided with the right security measures in place.

The right protocol in preventing data breaches is having a fault tolerant 
approach by utilizing a multi-layered security.

 
Data breach prevention should include:

There have been numerous news articles detailing major data breaches 
over the last few years. The threat of data breaches has pushed countless 
companies into making enormous investments into data security.

Consequences of a single data breach can vary in severity depending on a 
number of factors, such as the type of information leaked and the length of 
time the breach went undetected. In cases such as the Target Brands, Inc. 
and JPMorgan Chase data breaches, costs have reached into the hundreds 
of millions of dollars. 

GUARDING AGAINST DATA BREACHES ON THE 
CLOUD

Perimeter and Internal Firewalls 

Data-at-Rest Encryption 

Multi-factor Authentication for Data Access
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We have all gotten those emails from Visa, LinkedIn, or the like, stating you 
need to reset your password. This is usually due to a security breach or 
stolen user information, such as credentials. Your Username and Passwords 
are sacred, and can be used against you when in the wrong hands. This 
is why multi-factor authentication is vital to any business. Two-factor takes 
information the user knows, such as a password, and matches it with a 
single-use encrypted key. Multi-factor authentication also includes identity 
verification such as biometric verification.

When the systems for managing access to an application are lacking, it’s 
easier for hackers to fake their way past protection protocols by imitating 
the identities of authorized users with stolen account credentials. Having 
multiple layers of security for end users is just as important as infrastructure 
security—all security measures work together to prevent accessing sensitive 
data.

Educating end users about phishing emails, credential protection and 
security best practices should also be implemented during an onboarding 
process. Depending on your compliance requirements, this can also be a 
great refresher to have during one’s employment.

USING IDENTITY AND ACCESS MANAGEMENT TO 
INCREASE SECURITY

Identity and Access Management is role-based accesses to applications and 
files.  Securely isolating users to only allow access to information pertaining 
only to them and their role within the organization.

SharePoint has always done an excellent job at segmenting the user 
experience to the confines of pertinent information delegated by the 
administrator.

INSUFFICIENT IDENTITY
CREDENTIAL, AND ACCESS MANAGEMENT
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INSECURE APIs
The root definition and the fundamental reason for APIs is to expose a 
company for public adaption and/or consumption. This presents itself, if done 
securely, as a tremendous opportunity for success by offering a frictionless 
experience for users.  Companies like Spotify have used APIs for substantial 
growth, they did so by using the Facebook API. 

The CSA and WHOA.com specifically recommend security-focused code 
reviews and rigorous penetration testing for any cloud API/UI that is used. 
Such testing helps identify vulnerabilities so that they can be patched before 
they become a problem.

To limit the severity of this risk, it’s important to treat APIs and UIs as the 
first line of defense for any cloud solution. Threat modeling applications and 
systems, including data flows and architecture/design become important 
parts of the development lifecycle under this philosophy.

There are many ways to secure your API outside of SSL/TLS. Most 
companies use basic authentication and call it a day, but multi-layering 
and establishing a tiered approach is ideal. WHOA.com recommends 
incorporating technologies such as an identity provider, IdP, OAuth Toolkit, 
or JSON Identity Suite.

As noted by the CSA in their report, “APIs and UIs are generally the most 
exposed part of a system, perhaps the only asset with an IP address available 
outside the trusted organizational boundary.” Malicious input or injection 
attacks could bring down an application workload.

In short, insecure APIs and UIs make a tempting target because they’re more 
exposed than other parts of your cloud solution. WHOA.com implements 
Multi-Layered Security to ensure your entire cloud is secure.

REDUCING VULNERABILITY FOR APIS
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SYSTEM 
VULNERABILITIES

System vulnerabilities are closely related to the insecure APIs threat mentioned 
in the previous blog in this series. Basically, “system vulnerabilities” is the 
term used for any exploitable bugs or features in a program that hackers can 
use to compromise a computer system or program.

There are many different common vulnerabilities and exposures (CVEs) listed 
in reports such as Verizon’s Data Breach Investigations Report. However, 
the most commonly-exploited vulnerabilities tend to be very old ones rather 
than new ones.

The damage caused by system vulnerability exploits can vary depending on 
the nature of the exploit, but common consequences include loss of data/
service, data breaches, and heavy recovery/repair expenses.

Because most of the exploits used by attackers are older ones, one of the 
best ways to protect against this threat is to keep your cloud-based systems 
and software up-to-date with the latest security patches. This can help plug 
the most commonly-exploited system bugs and keep your system safe.

GUARDING AGAINST SYSTEM VULNERABILITY 
EXPLOITS

THREAT #4
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ACCOUNT HIJACKING

Using strong passwords

Everyone who has access to your cloud should observe basic cyber security protocols, including:

Never sharing account 
credentials with ANYONE

Learning how to recognize 
and avoid phishing 

attempts

Using multi-factor 
authentication, such as 
mobile authenticators

Each of the above techniques make it harder for hackers to steal and use 
account credentials.

THREAT #5

Account hijacking attempts are an all-too-common way for hackers to 
circumvent your system security whether you’re using an on-premises or 
a cloud infrastructure. Hackers use a variety of attack strategies such as 
phishing and fraud to steal a legitimate user’s access credentials.

When hackers successfully steal the account information of an authorized 
user, they gain instant access to every system and piece of data which that 
account could access, plus a new access point from which to launch further 
attacks.

The impact of a successful account hijack is potentially enormous, depending 
on the level of access that the hijacked account had.

The best way to prevent account hijacking is to implement and enforce strong 
account security protocols across all levels of your organization.

FIGHTING ACCOUNT HIJACKING
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Sometimes, the most dangerous attacks don’t come from the outside, but 
from an authorized user who decides to abuse the access they’ve been 
granted. Malicious insiders can be one of the greatest threats to cyber 
security that any organization faces—mainly because they already have 
access to your systems.

This threat includes current and former employees, contractors, or even 
business partners/vendors with access to your system.

The impact of a malicious insider is typically as great or greater than the 
impact caused by a hijacked account.

MALICIOUS INSIDERS
THREAT #6
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PREVENTING HARM FROM MALICIOUS INSIDERS

Revoking Access Credentials on Termination. 

Even when parting on good terms, when you end a business 
relationship, you should immediately revoke any access 
privileges that the employee, contractor, or partner had.

 

Restricting Level of Access Where Possible.

For any user account, try to limit access to data and apps to 
only what is necessary for their work. This helps to restrict 
the amount of damage caused when the insider strikes. 
 

Using Internal Firewalls for Individual Users 
and Apps.

If an insider strikes, having a series of firewalls partitioning 
the different apps and virtual machines on your 
infrastructure can help to prevent that malicious insider 
from being able to compromise other systems on the 
network. This helps to limit the impact of such an attack to 
only what the account had direct access to.

Unfortunately, preventing a current employee from causing harm can 
be incredibly difficult. Some basic steps that you can take to limit your 
exposure include:

Using these basic protections helps prevent or at least limit the damage 
of an inside attack.

01

02

03
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ADVANCED
PERSISTENT THREATS

When most people think of a data breach or hack attempt, they think 
that the worst of the damage is done immediately and that’s the end of 
it. However, IT security breaches aren’t always spotted right away, and 
some threats are persistent in nature, continuously leaching data off of 
the system and transmitting it to hackers month after month.

 
Rather than being a quick “smash and grab” approach to stealing data, 
advanced persistent threats (APTs) try to stealthily create a foothold for 
hackers to keep sneaking sensitive data out of your cloud environment 
right from under your nose.

 
The consequences of an advanced persistent threat penetrating your 
security are similar to a large-scale data breach, because that is exactly 
what they cause. The longer it takes to spot and eliminate the threat, the 
more damage it can do.

THREAT #7
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    FIGHTING ADVANCED PERSISTENT THREATS

APTs can be particularly tough to find and fight, because they’re designed 
to be stealthy.

To minimize risks and damage from an APT, companies need to:

Prevent the Introduction of APTs to the 
Infrastructure. 

The best way to fight APTs is to make sure that they 
never get on the system in the first place. This means 
tightly controlling access to your business infrastructure 
with firewalls and antivirus, as well as making sure that 
all workers with access follow strict protocols to prevent 
account hijacking.

Use Strong Internal Firewalls for Different 
Applications and Databases. 

Another solid strategy for limiting the damage that an 
APT can cause is to ensure that there is strong internal 
separation of your cloud environment. Putting different 
databases and apps behind individual firewalls helps 
limit the access of an advanced persistent threat on the 
system, reducing overall damage.

Monitor Both Incoming and Outgoing Data 
Traffic. 

Keeping an eye out for unusual data access requests 
and tracking database activity can help your IT security 
team spot a potential breach from an APT. For example, 
if data is suddenly being moved from a secure server to 
a less secure one, it could be a symptom of an APT on 
the network.
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DATA LOSS
THREAT #8

PREVENTING DATA LOSS ON THE CLOUD

Many of the issues listed above have nothing to do with malicious attacks by hackers, 
but random events of nature. A hurricane, earthquake, or severe electrical storm could 
bring down a data center and destroy the hardware that runs your cloud environment. 

To avoid a loss of data in these situations, it’s often best to use cloud-based 
services that offer geodiversity. Keeping your data backed up in geographically 
diverse locations helps to ensure that if one data center is taken out, your 
organization can still draw on a backup of that data from another location.

In terms of cloud computing, data loss means the loss of access to data stored 
in the cloud. This particular threat can be especially serious in the medical 
industry, where access to current data on patients (allergies, medication 
doses, etc.) can literally mean the difference between life and death. 

However, unlike many other threats, data loss isn’t always the result of a malicious 
attack. There are many situations that can cause a loss of access to information, 
such as:

+   Natural disasters

+   Power outages

+   Interruptions of internet access

+   Loss of encryption key to 
     access encrypted data

+   Physical destruction of 
     storage media

+   Corruption of stored data

+   Wiping of data from storage drive
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INSUFFICIENT
DUE DILIGENCE

THREAT #9

Who’s responsible for the security in your cloud environment setup? How about 
the integration of cloud services with your company’s infrastructure? The creation 
of a clear and complete cloud implementation and management strategy is a 
basic element of due diligence.

Unfortunately, many companies that rush to adopt the cloud fail to perform due 
diligence in strategizing for the cloud and adapting to the challenges of using 
cloud computing. This creates openings for attacks by hackers and malicious 
insiders, compromising cloud security.

Fighting the Top 12 Threats to Cloud Cyber Security     |     13whoa.com

https://www.whoa.com/cloud-solutions
https://www.whoa.com/


Unlike many of the other threats on the list, insufficient due diligence is almost 
wholly within the control of the company implementing the cloud.

To avoid the risks of insufficient due diligence, it’s important for companies 
moving to the cloud to:

The best way to limit the risk of insufficient due diligence is to take the time 
to create a thorough strategy for the cloud that addresses security issues, 
implementation of cloud in the company, and contingencies for events such 
as data breaches or data loss.

Keeping data secure can be tough on any infrastructure, local or cloud-
based. However, with some due diligence in creating sound security plans, 
and the right cloud service provider, companies can protect their data while 
improving business operations.

01) Thoroughly research their cloud partners 

02)  Establish who is responsible for what security measures on 
the cloud

 
03)  Check compliance requirements for their industry 

04)  Create a strategy for implementing the cloud 

05)  Ensure that employees are aware of cyber security practices 
and standards

MEETING DUE DILIGENCE NEEDS WHEN ADOPTING 
CLOUD SERVICES
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ABUSE AND NEFARIOUS USE

OF CLOUD SERVICES
In a way, this threat is similar to the malicious insider threat from before. 
However, rather than referring to an authorized user from your own 
organization launching an attack on your cloud environment, this threat 
refers to hackers abusing poorly-secured clouds, free service trials, and 
fraudulent account creation to launch attacks from the cloud.

In this case, a hacker or group of hackers might use cloud resources to 
launch Distributed Denial of Service (DDoS) attacks against your cloud, or 
use your cloud to do this to others.

When hackers hijack your cloud provider’s resources to launch attacks 
against others, the resources the provider has on hand to process your 
needs may be reduced while they respond to this malicious use.

Additionally, when hackers use fraudulent payments to acquire cloud 
services, the provider’s costs go up. These costs typically get forwarded to 
the cloud service provider’s other customers—in other words, you.

THREAT #10
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There’s not really very much that individual companies can do to fight the 
abuse of cloud services. The best plan for keeping your company safe from 
being inconvenienced by hackers abusing cloud services is to use a highly 
secure cloud service provider that actively works to prevent the misuse of 
their services.

Ideally, a cloud provider should:

These measures can help reduce the risk of a hacker being able to hijack a 
cloud provider’s environment for nefarious purposes.

Have strong IDS/IPS 

Use firewalls that inspect both incoming and outgoing traffic 

Use per-tenant firewalls to isolate users on the same cloud 

Have cloud workload monitoring and balancing tools 

Have strong fraud prevention for payment services

FIGHTING ABUSE AND NEFARIOUS USE OF CLOUD 
SERVICES 
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DENIAL OF 
SERVICE
The previous threat briefly mentioned DDoS, a variant of the Denial of 
Service (DoS) attack. DoS attacks are, simply put, attacks designed to 
prevent the users of an Online service from being able to access data, 
apps, and other elements of that service.

DoS attacks typically seek to overload a service provider’s finite 
resources in some way, limiting the speed and stability of the service so 
that others cannot legitimately use it. The CSA’s “Treacherous 12” list 
likens a DoS attack to “being caught in rush-hour traffic gridlock: there is 
no way to get to your destination, and there is nothing you can do about 
it except sit and wait.”

The effects of a DoS attack can vary, but common effects include 
disruption of service, added costs for compute cycles and disk space 
use (if your provider bills you based on total use), inability to meet SLAs, 
and customer frustration/bad press.

THREAT #11
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DoS attacks can use a variety of strategies to overload a system’s processing 
capabilities and bring services down, making them extremely difficult to 
prevent. From brute-force attacks that originate from multiple attackers, 
to attacks that capitalize on flaws in a system’s applications, determined 
hackers have no shortage of tactics they can leverage to bring a service 
down.

That being said, cloud service providers are usually in a much better position 
to mitigate the impact of a DoS attack than the IT departments of all but the 
biggest Fortune 500 companies.

Cloud service providers can employ many different security measures to 
mitigate DoS attacks, including:

These are just a few of the strategies that a cloud provider might use to 
mitigate the severity of a DoS attack. Even so, these attacks are very hard to 
stop completely, as cases such as the Sony PlayStation Network DoS attack 
prove.

Advanced IDS

The first step in mitigating a DoS attack is spotting it. 
Anomalous traffic detection can provide an early warning 
of an attack in progress, but does not stop such attacks by 
itself.

Firewalls with Traffic Type Inspection

Normal firewalls don’t do much to stop DoS attacks, since 
they typically just check source and destination for traffic. 
Stable packet inspection and traffic-type inspection makes 
firewalls better at sorting “good” traffic from “bad” traffic 
during a DoS attack.

Source Rate Limiting

By tracking threat IP addresses, cloud providers can deny 
these IP addresses access, reducing their ability to consume 
bandwidth.

01

02

03

Mitigating DoS Attacks on the Cloud 
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SHARED TECHNOLOGY 
VULNERABILITIES

THREAT #12

This is a threat that might sound familiar if you’ve already read threat #4 of this 
series: system vulnerabilities. However, this threat deals mostly with the threat 
of having multiple tenants using different services all on the same hardware. 
The concern here is that a single vulnerability on a cloud service providers 
infrastructure can open up the whole environment to becoming compromised, 
leading to data loss, breaches, and loss of service. 

    Controlling Shared Technology Vulnerability Risks 

To limit the risks of having shared cloud hardware and environments, 
cloud service providers need to enact strict security at every level of their 
infrastructure, software, and platform-as-a-service offerings.

Cloud environments need perimeter, host-based, and per-tenant firewalls to 
isolate traffic for each tenant on the cloud. This creates a compartmentalized 
structure that prevents a breach or attack on (or from) one cloud tenant from 
being able to affect other tenants.

All data on a cloud server needs to use data-at-rest encryption so that 
hackers that manage to breach a cloud cannot use that sensitive information 
right away.

Intrusion detection systems are a must for identifying the source of a breach 
so that any vulnerabilities exposed can be fixed.

Multi-factor authentication services for cloud users can further help to reduce 
the risk of a breach by making it harder to spoof/steal authentic access 
credentials.

By installing strict security at every level of the cloud for every user on that 
environment, cloud service providers such as WHOA.com can massively 
reduce the risk of using a shared technology environment, protecting 
customers from many of the biggest cyber security threats on the cloud.
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WHOA.com provides secure cloud hosting and disaster recovery 
solutions to enhance clients’ strategic and business operations with 
mission-critical cloud infrastructure. This is backed by a dedicated 

team of experienced, proactive professionals who are empowered to 
deliver enterprise-level solutions with all of the attention and care of 

a local business partner.

Connect with Us:
Website 
www.whoa.com

Twitter 
@WhoaCloud
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WhoaCloud

LinkedIn 
Whoa

Google+ 
+Whoacloud
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