
SECURE CLOUD COMPUTING:  
WHY LAYERING IS THE BEST APPROACH

SECURE CLOUD FOR BUSINESS

The Advantages of a Multi-Layered 
Approach to Cloud Security 
 
Modern businesses face constant threats to the security and integrity 
of their operation-critical data. The specter of past data breaches has 
driven many to become more security-conscious than ever.

In this guide, we provide key facts and figures about information 
security for businesses in the modern world, and why it’s important to 
choose a cloud provider that has security built into its platform. 
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Security in IT operations is crucial for the success of any enterprise. Without 

strong security, it is nearly impossible to protect the proprietary intellectual 

properties, customer information, and financial data needed for daily 

operations. As such, it’s only natural for companies to worry about IT security.



Without strong security, it is nearly  
impossible to protect the proprietary  

intellectual properties, customer  
information, and financial data needed  

for daily operations.

24.6%
of companies would be willing
to pay a ransom to hackers to

prevent a cyber attack
14.0% would pay 
more than $1 million

3



Cloud Security: Actually Better  
Than On-Premises Security
The traditional wisdom holds that security for on-

premises IT infrastructure is better than cloud security. 

After all, if the cloud is available over the web, it has to 

be less secure than a system strictly controlled by a 

company’s IT department, right?

Well, actually not, as it turns out. According to a survey 

by the Cloud Security Alliance (CSA), “64.9% of IT leaders 

think the cloud is as secure or more secure than on-

premises infrastructure.” 

This might be driven by increasing awareness that: 

01. Despite conventional wisdom, cloud service 
provider environments are at no greater risk — and 
in fact a lesser risk — than on-premises computing 
environments. A study from Alert Logic of its service 
provider and on-premises customers, for example, 
found that service providers were at less risk on all 
incident types measured. 

02. Cloud service providers are more likely than most 
businesses to have deployed best-in-class security 
solutions, policies and procedures, 24/7 monitoring, 
and the dedicated security personnel required to stand 
up to the increasing complexity of cyber threats. 

Indeed, in KPMG’s global cloud survey, analyst Greg 

Bell noted that organizations are gaining confidence in 

the security of their cloud services providers. “Through 

our experience conducting dozens of cloud security 

reviews, we have found that — with few exceptions — 

leading service providers tend to have a very firm grasp 

on security. In most cases, these providers offer robust 

and resilient security measures and controls that may 

enhance some companies’ security rather than diminish 

it,” he wrote. 

Cloud Service Providers can leverage a myriad of best in 

class Enterprise grade technologies and provide these 

tools & services to  their customers that otherwise could 

be cost prohibitive.

64.9%
of IT leaders think the cloud
is as secure or more secure

than on-premises infrastructure

17.8% Cloud is more secure

47.1% They have
equivalent security

35.0% Cloud is less secure
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Reasons to Adopt the Cloud

As businesses modernize and strive to 

keep up with the competition, the use 

of cloud services continues to increase. 

What are some of the reasons that 

businesses continue to use the cloud, 

despite concerns about security?

Part of the reason is that using cloud 

services can provide numerous 

business benefits. In a poll by the Cloud 

Security Alliance, respondents who have 

adopted the cloud noted many benefits 

of using cloud computing services.

32% of respondents found that they 

had better security capabilities after 

moving to the cloud. It’s important to 

note that any actual improvements 

to a company’s security posture will 

depend on the cloud service provider. 

This makes supplier selection a critical 

exercise when adopting the cloud. 

Just how big of an obstacle are security 

concerns to cloud adoption? And, what 

other factors are there that prevent 

cloud adoption?

Better Security Capabilities 32%

Better User Experience 49%

Competitive Advantage 37%

Low Up-Front / Ongoing Costs 71%

Quicker Implimentation 69%

Other 5%



As businesses modernize and strive to keep up  
with the competition, the use of cloud services 

continues to increase.
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Top Barriers to Cloud Adoption
A recent survey by the Cloud Security Alliance reinforces security as the major barrier 

to cloud adoption by companies. In the survey, the top barriers to cloud adoption were:

This research shows that many companies find that 

an inability to maintain current security standards and 

meet regulatory requirements are the biggest barriers 

to cloud adoption by far. The lack of a budget for cloud 

adoption is a distant third, less than half as prevalent as 

the security requirements concern.

Actually, organizations’ concerns about the security of 

cloud computing are driven by many needs, including: 

• Protecting intellectual property 

• Safeguarding financial information 

• Preserving client and investor trust 

• Ensuring brand reputation 

• Regulatory compliance 

This last point cannot be understated. HIPAA, FERPA, 

PCI-DSS, GLB and SOX are among the regulations that 

many businesses must follow. Moving to the cloud  

does not eliminate their obligations; therefore, they  

must take care to select a provider that can help them 

to ensure compliance. 

Interestingly, a KPMG study also found that while 

organizations fear the cloud is insecure, they also 

believe that cloud has the potential to deliver better 

security through protections such as automated 

policy enforcement. “So, security may be the No. 1 

cloud inhibitor, but it is also the No. 3 driver for cloud 

adoption,” the report stated.

Security 46%

Enforce Corporate Policy 67%

Compliance 61%

Interoperability 27%

Reliability 22%

Complexity 21%

Vendor Lock-in 35%

Privacy 26%

Cost 28%

Other 13%

Source: Cloud Security Alliance, 2016
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Data Security Concerns
Concerns about the security of sensitive corporate information are not 

unfounded. Data security breaches have repeatedly hit the news over the  

last decade.

• In 2014, Home Depot’s payment terminals were compromised for a period 
of five months, compromising 56 million card accounts over that time 
according to the Wall Street Journal. 

• Target’s database was hacked in 2013. This hack compromised personally-
identifying information for nearly 40 million customers. According to a CNN 
Money article, the company eventually agreed to a $39 million settlement 
with several banks that lost money as a result of the breach.

• JP Morgan Chase suffered one of the biggest bank data breaches on record 
in 2013. According to information cited in one New York Times article, 
North Korean hackers took advantage of “an overlooked server in [Chase’s] 
vast network.” As a result, the account information of roughly 83 million 
households and businesses were compromised. 

• Online networking site LinkedIn suffered a breach in 2012 when hackers 
publicly posted passwords and email addresses of 6.5 million users. 

• In 2011, Sony’s PlayStation Network service went offline for more than a 
week after an intruder stole user information, including names, addresses, 
birthdates, email addresses and more. According to data cited by Reuters, 
approximately 77 million user accounts were compromised.

As data breaches continue to 

make headlines, organizations 

may question why they should 

move their infrastructure, data 

and applications to the cloud. 

These concerns “loom large 

as the biggest impediment to 

adoption,” according to a report 

titled “The Impact of Cloud on IT 

Consumption Models,” published 

by Cisco and Intel. 

It’s important that companies 

remain aware of these threats  

so that proper countermeasures 

can be made.

AOL
92M

Sony
Pictures
100TB

TJ Maxx
94M

Sony
PSN
77M

JP Morgan 
Chase
76M

US Military
76M

Target
70M

Home
Depot
56M

Evernote
50M

Adobe
36M

Steam
35M

US Dept. of Vet Affairs
26.5M

UK Revenue & Customs
25M

T-Mobile
17M

TD Ameritrade
6.3M

Facebook
6M

Vodafone
2M

Apple
12.3M

Cardsystems
Solutions Inc.

40M

Court Ventures
200M

Massive American 
Business Hack1

160M

Ebay
145M

Heartland
130M

1. 7-Eleven, JC Penney, Hannaford, Heartland, JetBlue, Dow Jones, Euronet, Visa Jordan, Global Payment, Diners Singapore and Ingenicard

Hacked

Lost / Stolen Media

Other
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Data Security Threats to Modern Businesses 
From activists and spies, to viruses and denial of service attacks, threats to secure computing abound. In fact,  

IDC found that threats to enterprises’ data are increasing in frequency, volume and application specificity. There  

also are threats more specific to cloud computing identified in “The Notorious Nine: Cloud Computing Top Threats,”  

a report issued by the Cloud Security Alliance. These threats are:

• Data Loss. This can happen not just when the wrong 
parties get hold of information, but also when a cloud 
provider accidentally deletes files, or a natural disaster 
leads to the loss of data that has not been backed up. 

• Account Hijacking. Using methods from phishing to 
fraud, attackers can hijack credentials and passwords to 
eavesdrop on an organization’s activities and transactions, 
manipulate data, falsify information, direct clients to 
illegitimate sites and more, compromising service 
confidentiality, integrity, and availability. 

• Insecure APIs. If proper measures are not taken 
to ensure authentication, access control, encryption  
and activity monitoring, software interfaces for  
cloud provisioning, management, orchestration  
and monitoring can become exposed. 

• Denial of Service. Attacks that are designed to prevent 
users of a cloud service from accessing data or 
applications. Frequently achieved by overloading 
cloud servers with repeated requests for access to 
flood the servers’ available bandwith.

• Malicious Insiders. A malicious insider, such as a 
system administrator, in an improperly-designed cloud 
scenario can have access to potentially sensitive 
information. 

• Abuse of Cloud Services. An attacker may be able to 
access an array of cloud servers to stage a denial-of-
service attack or deploy malware or distribute pirated 
software, en masse. 

• Insufficient Due Diligence. Organizations rushing to 
adopt cloud technologies may encounter issues ranging 
from contractual problems surrounding liability and 
response, for example, or design problems arising from 
lack of cloud architecture knowledge. 

• Shared Technology Vulnerabilities. Cloud providers  
often run multitenant environments. If there’s a 
compromise to an integral piece of shared technology  
such as the hypervisor, a shared platform component,  
or an application in a SaaS environment that exposes 
more than one compromised customer — it can affect  
an entire cloud all at once. 



These threats to cloud-based services are continuously 
evolving, which is why secure cloud providers must 

constantly modernize their platform and infrastructure  
to counter today’s threats. 
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In the past, enterprises may have used a supplier that employed one or two 

countermeasures to these threats, such as antivirus and firewall. But as attacks 

have grown more sophisticated, so has the response to them. Modern secure 

cloud providers must use a layered approach to security, including: 

• Antivirus — software that detects and destroys viruses 

• Firewall — software or hardware network security that controls all traffic by 
analyzing its packets based on defined rule sets 

• Network monitoring — systems that continuously observe a network and 
notify administrators when something goes wrong 

• Identity and access management — policies that enable the right people to 
access the right resources at the right times for the right reasons 

• Encryption — converting data or information into code 

Discussion of a layered approach to cloud security has ramped up in 

recent months — among vendors, in particular — as a single layer, such as 

network firewalls-only, proves insufficient. External threats have grown more 

sophisticated, and organizations even have to protect networks and data from 

internal threats such as rogue employees. Because of this, suppliers are talking 

up the need for multiple security safeguards so that if a threat gets past one 

layer, it won’t get past the others. 

Responding to Modern Threats:  
A Layered Approach To Security



Attacks have grown more sophisticated, so has the 
response to them. Modern secure cloud providers  

must use a layered approach to security. 
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01. Physical 
Requirements include fully monitored and guarded data centers with access 
granted only to authorized personnel. Make sure these data centers also hold 
top accreditations, such as SAS 70 and SSAE 16. 
 

02. Software 
Requirements include protections for multi-tenant environments, role-based 
permissions capabilities and a fully managed intrusion detection system.  

03. Infrastructure 
Requirements include edge-to-edge security, visibility, and threat management 
and remediation; fully updated and patched systems; firewalls and VPNs; and 
an incident response team. 

There are three key areas related 
to security when investigating a 
cloud provider: physical, software 
and infrastructure.
With that in mind, the best suppliers will meet the following criteria:
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WHOA.com’s Approach
The WHOA.com cloud was purpose-built with with a layered approach to security. 

Utilizing best-in-class technology partners and a team of industry experts to provide 

enterprise-grade cloud solutions to our clients, WHOA.com is focused on enhancing 

clients’ strategic and business operations with a secure cloud offering.

Physical Security

Perimeter Firewall

Secure Multi-Tenancy

Per-Tenant Firewall

Host-Based Firewalls

Antivirus

Backup & Replication

11



Multiple Layers of Security

WHOA.com encourages all customers to use firewalls built into the operating 

system. This additional layer helps protect systems from attacks that may 

get past the perimeter or originate from the inside. WHOA.com works with its 

customers to ensure their systems are protected.

The second layer protects traffic into the network at the perimeter. WHOA.com 

uses Palo Alto enterprise firewalls for visibility into and control over traffic entering 

and exiting the data center. Additionally, these firewalls provide antivirus, intrusion 

detection and prevention, application protection, data filtering, malware protection 

and more.

4 Host-Based  
Firewalls

3 Network  
Protection

WHOA.com has partnered with select, strategically-placed data centers that 

exercise stringent security policies to ensure physical access to systems is 

protected at all times. All of WHOA.com’s data centers require proper identification 

and authorization to enter the building. Each data center uses around-the-clock 

monitoring of facilities via closed-circuit TV and armed guards. 

1 High Security  
Data Centers

Using various technologies such as VLAN, VXLAN and SAN vServer 

segmentation, WHOA.com securely isolates customers’ workloads. 

2 Secure Multi-Tenant 
Architecture
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WHOA.com offers managed hosted antivirus for customers who don’t want to 

manage that function. The antivirus layer scans the customer system for internal 

and external system security threats. 

This means that all WHOA.com tenants have their own isolated firewall. This 

enables these clients to manage and secure their infrastructure both internally  

and externally from threats that may arise on the Internet. 

5 Per-Tenant  
Firewalls

6 Antivirus

At the customer’s request, WHOA.com can automatically replicate customer data 

sets to a different geography to ensure that data sets are not only protected from 

network-based threats, but also from physical and environmental threats.

7 Backup and  
Replication
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Additional Lines of Defense
Compliance. The WHOA.com cloud platform has obtained the prestigious ISO 

27001 certification from the International Organization for Standardization, 

a global security management standard, specifying the best practices for 

managing security. Further, WHOA.com has implemented strict compliance 

with standards and we adhere to the Data Protection Act of 1998, which is 

foundational for HIPAA and PCI compliance.

Encryption. WHOA.com provides solutions for encryption in transit and at rest, 

as well as providing encryption for email offerings.

Network Operations Center. WHOA.com houses an around-the-clock,  

always-staffed, network operations center at its Hollywood headquarters.  

The company monitors every aspect of infrastructure availability,  

performance and security. 

• Log Management

• Hardened Operating Systems

• Web Application Firewalls

• ASV Vulnerability Scans

Tier IV Data Centers. WHOA.com has completed the first phase of its planned 

infrastructure deployments at the Verizon Terremark NAP of the Americas in 

Miami, FL, the Equinix DC-11 in Ashburn, VA, and at the Switch SuperNAP in 

Las Vegas, NV. All our data centers are SSAE 16-certified facilities; SOC reports 

available upon request. WHOA.com will continue to launch data centers in the 

United States and internationally as customer demand dictates.
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Protect Your Data. 
Protect Your Customers. 
Protect Your Business.
 

The cloud is one of the most important aspects of driving continued success 

in the modern business world. Using cloud computing can provide significant 

business advantages and even help companies control their IT costs.

However, even as the cloud provides companies a tremendous competitive 

advantage, there still needs to be an extensive amount of attention paid to 

the security of a cloud solution. 

By providing a multi-layered approach to cloud security, cloud service 

providers such as WHOA.com can help ensure a best-in-class solution and 

security for their client.
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To better understand what solution is  

right for your unique business challenge,  

request a complimentary consultation  

with a WHOA.com Secure Cloud expert.

Request Your Consultation

Connect with Us:

Website 

www.whoa.com

Twitter 

@WhoaCloud

Facebook 

WhoaCloud

LinkedIn 

Whoa

Google+ 

+Whoacloud

US 877-700-WHOA           © 2016 WHOA.com All rights reserved.

https://cloud.whoa.com/request-a-consultation
http://www.whoa.com
https://twitter.com/WhoaCloud
https://www.facebook.com/WhoaCloud/
https://www.linkedin.com/company/whoa
https://plus.google.com/+Whoacloud

