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Disaster recovery, or DR for short, is a term that is applied to a range of services 
designed to minimize disruption to a business in the event of a “disaster.” 

For the purposes of this guide, “disaster” means any event that causes a 
business to lose access to their primary production server environments for a 
prolonged period of time. Disaster recovery is a set of measures companies 
use to minimize disruption and restore normal business operations quickly 
after a disaster strikes.

Disaster recovery is a key part of business continuity planning, particularly 
in modern businesses where steady access to data is crucial for everyday 
operations.

Why Every Business Needs Disaster 
Recovery 

For modern businesses, if data is unavailable, the impact on operations 
can be enormous. Without customer billing data, inventory reports, logs of 
accounts receivable/payable, and other critical information, companies can 
be paralyzed into inaction while hemorrhaging money as bills pile up without 
income coming in.

Yet many businesses lack a proper disaster recovery solution. Part of the issue 
is a misconception about the term “disaster.”

It’s an all-too-common assumption that the word “disaster” means a large-
scale natural disaster such as an earthquake, flood, hurricane, etc. However, 
the events that can cause a business to lose access to its primary production 
environment go far beyond natural events.

What Disaster Recovery Means for 
Businesses
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According to statistics, the biggest disaster events are:

The “everything else” category includes numerous factors, among which 
malware attacks are a growing concern. Ransomware is a growing threat 
category where attackers upload encryption malware to a business’ systems. 
This malware renders data on the victim’s network unreadable, and the victim 
is forced to pay a ransom to get the encryption key.

Power Failures

Hardware Failures

Network Outages

Software Failures

Human Error

Everything Else

   26%

       19%

     10%

  9%

8%

          30%
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What is the Risk of Experiencing a Disaster? 

Between all of the different causes of a disaster, the risk of any one 
business experiencing an outage are high.

How High?

According to statistics:

In other words, it’s only a matter of time until a business is hit by a disaster 
in one form or another, and not a very long time at that.

Disaster recovery is a core component of a business continuity plan—so 
much so that the term business continuity disaster recovery (BCDR) is now in 
common use. 

A DR solution that can minimize data loss and time-to-recovery in a disaster 
is crucial for preventing a worst-case scenario when the business’ primary 
production environment is lost for any reason.

Disaster Recovery and Business 
Continuity

76%

40%

of companies experience an outage each 
year

of companies go out of business if they 
cannot access their data with-in 24 hours.
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One thing that disaster recovery should never be mistaken for is a simple data 
backup. Some “disaster recovery” providers attempt to market backups as a 
BCDR solution, but backups fall well short of the needs of business continuity 
planning.

The easiest way to differentiate an actual BCDR solution from a simple backup 
solution is to check the recovery time objective (RTO) and recovery point 
objective (RPO) of the solution.

One of the key features of BCDR is that it’s supposed to provide rapid recovery 
to minimize the impact of a disaster. Traditional backup solutions struggle with 
this objective. A traditional offsite backup solution typically focuses on just 
storing data, not on keeping replacement computing resources in reserve so 
that data can be put to use on a moment’s notice.

The result is a slow RTO that is measured in days or weeks. Businesses can 
rarely afford the loss of a single day, let alone a whole week.

For example, if the backup solution is a set of tapes that is kept in an offsite 
facility, then how long will it take to physically transport those tapes to the 
production facility? Even with digital transmission of data, will there be 
computing resources to put that data onto?

If there are no computing resources available, then the data on the backup will 
have to wait for new resources to be installed

The longer the RTO, the worse the impact will be.

The Difference Between Disaster 
Recovery and Backups

The RTO Difference
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The other key differentiator between BCDR and traditional data backup is the 
recovery point of the solution. Data backups are slow and often laborious. 
This leads to less frequent backups of mission-critical apps and data—which 
means more data is lost when a disaster occurs.

Many traditional backup solutions copy data just once a day. Worse yet, if 
the solution asks for a manual trigger to perform the backup, a backup might 
be missed. This contributes to an average recovery point of 22+ hours for 
companies using traditional backup.

While the exact costs of a loose RPO may vary, consider how many new pieces 
of mission-critical data a business generates in any single day. Data such as 
customer billing info, transaction data, invoices, payments, inventory orders, 
and more are accumulated on a daily basis.

The RPO Difference

BCDR solutions add measures that can detect a failure of the primary 
production environment, and reserve additional computing resources to take 
over the computing load so the company’s data and apps can be put to use 
and normal operations can continue. These measures help reduce the recovery 
time of a BCDR solution to mere hours or less.

“LONGER RPOS = MORE DATA LOST

MORE DATA LOST = GREATER BUSINESS DISRUPTION”

The Difference Between Disaster Recovery and Backups (Cont.)
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In an attempt to reduce costs, some businesses have tried to turn their 
virtualization software’s snapshot feature into a BCDR solution. 

The issue is that snapshots are not suitable for use as a disaster recovery 
solution. The snapshot feature works by creating an image of a virtual machine 
so the machine can be rolled back to that image later.

Snapshots and Why They Are NOT 
Disaster Recovery

Losing financial data, in particular, can have an enormous negative effect 
on business operations and solvency. As files for accounts receivable and 
accounts payable are lost, cash flow is disrupted. 

Invoices generated during this time may not go out, but bills generated still 
need to be paid. However, since the record of the bill is lost, it goes unpaid, 
and may accrue late penalties. 

Many other mission-critical files may be lost as well, which will cause other 
operational disruptions that impact productivity and profitability for the 
business.

RPOs directly contribute to the resiliency of a business by minimizing data loss 
and disruption.

The Difference Between Disaster Recovery and Backups (Cont.)
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Snapshots Can Be Lost Too in Some Disasters

Since snapshots merely point to data blocks on the same storage 
environment, any disaster that renders that storage environment 
unavailable causes the loss of the snapshot too.

Considering that power failures, hardware failures, and network outages 
combined account for 55% of all disasters, and each of these disasters 
will render the storage environment unavailable, this means snapshot-
based recovery has a nearly 55% chance of being rendered ineffective.

Snapshots and Complexity of Management

Most snapshot tools are designed to be manually triggered prior to 
making a major modification to a production environment. They do not 
continuously update the backup like a true BCDR solution would.

To ensure a recent RPO with a snapshot, it would be necessary to 
continuously remake the snapshot, which not only requires labor to 
manage the solution, it would create a significant drain on computing 
resources. Balancing the impact of making continuous snapshots against 
the need for a recent recovery point adds complexity to the management 
of snapshots as a BCDR solution.

As a result, snapshot-based recovery points could be too infrequent 
to provide much advantage over traditional backups. In a worst-case 
scenario, the snapshot would be too old to be particularly useful.

In short, snapshots are designed for short-term recovery for test & dev 
purposes, not for long-term recovery.

The Difference Between Disaster Recovery and Backups (Cont.)
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Elements to Look for in a BCDR 
Solution

There are many different specific technologies and components that may 
be included as part of a comprehensive BCDR strategy. However, there are 
some components that should always be a part of a BCDR solution, and that 
companies need to evaluate.

The following sections detail these components:

Total Cost of Ownership
Total cost of ownership is a constant concern for businesses of all sizes. One 
of the biggest factors preventing businesses from adopting a true BCDR plan 
is that maintaining tight RPOs and RTOs can be expensive. 

For example, to ensure fast recovery, the replication target in most BCDR plans 
is kept active. Basically, the business has to pay for a second data center to 
act as a backup copy of their primary production environment.

However, there are ways to deliver strong BCDR RTOs and RPOs without 
having to go to the expense of maintaining an active copy of the primary 
production center.

BCDR solutions that leverage virtualization to replicate individual virtual 
machines (VMs) can move data to a powered-down VM. The computing 
resources are held in reserve, but not actually active. This results in a nominal 
reservation fee that is a fraction of the cost of maintaining a second data center 
with active resources.

Additionally, cloud-based computing running virtualized infrastructures help 
create more efficient resource use at all times, reducing the overall cost of 
computing resources. 
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Recovery Time Objectives 
RTOs are a core component of any BCDR solution, and should be a key factor 
in any evaluation.

The longer it takes for a BCDR solution to recover from a disaster, the greater 
the disruption will be to a business. RTOs of a day or more are generally 
unacceptable, and indicate that the recovery solution is not a true BCDR 
strategy.

When vetting a BCDR strategy from a third party, be sure to check the solution 
provider’s track record for recovery times – including results from workloads 
of various sizes.

Recovery Point Objectives
How recent is the recovery point based on the frequency of replication? Will 
you lose minutes, hours, or days?

Studying the DR provider’s solution for frequency of replication is an important 
part of vetting a DR solution. The more frequent the replication, the less data 
will be lost in an event.

As mentioned earlier, RPOs are critical for minimizing disruption in the event of 
a disaster. This directly contributes to the resiliency of a business against the 
loss of the primary production environment.

Less recent RPOs can cause severe disruption to business operations, and 
can even negatively impact the business’ cash flow by causing the loss of 
important financial data.

Elements to Look for in a BCDR Solution (Cont.)
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Performance Impact
While maintaining strong RPOs with frequent data replication is important, it’s 
just as important to consider the performance impact of the DR provider’s 
replication method. 

Here, carefully examining the specific technology used by the DR provider is 
critical for ensuring an optimal performance impact of near-zero.

For example, some DR solutions try to copy the entire production environment 
with each and every replication event. This is an enormous drain on computing 
resources, which can cause slowdowns and other performance issues on the 
production VM. 

Modern DR solutions make a complete copy of the data environment only on 
the first replication. After that, these DR solutions will only track the incremental 
changes made to the environment for each subsequent replication.

This incremental change tracking allows a DR solution to make continuous 
updates to the replication target without creating a significant resource drain. 
This improves both system stability and ensures a lower RPO by allowing 
constant updates of the replication target.

Complexity of Management
Overly complicated DR solutions can make it difficult to ensure that the solution 
is used effectively. If a solution requires too much manual management, it 
creates opportunities for human error to cause data loss.

DR solutions that automate key replication processes help reduce complexity 
of management while making the solution more robust and useful.

However, there should still be some room for control over the solution, such as 
setting rules for replication—which VMs are replicated, how often replication 
occurs, performing tests, etc.

Elements to Look for in a BCDR Solution (Cont.)
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DR Testing Tools
To ensure that a DR solution will actually work when the company needs it, that 
solution has to be tested on a regular schedule.

However, not all DR solutions are particularly easy to test—especially if the 
solution doesn’t have any testing support tools included with it.

When checking a BCDR solution, investigate whether or not the solution comes 
with support and tools for testing. Ideally, there should be non-disruptive tools 
for simulating a failover to the  the target replication environment. 

Additionally, verify if the service provider offers assistance for testing the DR 
solution.

Flexibility of the Solution
Vendor lock-in is something that most businesses try to avoid. Inflexible DR 
solutions that rely on proprietary hardware can create issues as the business 
is left relying on that one vendor who can provide/service the solution.

The ability to freely move data and apps from one type of environment to 
another is key for creating a flexible DR. So, when vetting a DR solution, it’s 
critical to verify that the solution is hardware-agnostic.

Elements to Look for in a BCDR Solution (Cont.)
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A hardware-agnostic solution can freely replicate their production environments 
to almost any DR target site so long as the underlying hypervisors are 
compatible. This allows businesses to move data from:

 Secure cloud to secure cloud

 An on-premise infrastructure to a secure cloud environment

 Private cloud to public cloud

Having this flexibility is important for avoiding vendor lock-in and the business 
costs that situation can create.

When checking a DR solution, verify whether or not the solution is hardware-
agnostic, and what virtualization hypervisors the solution is compatible with. 

Service and Support
One of the key differentiators in any BCDR solution is the service and support 
that the provider offers.

Support such as installation, initially seeding the data, initiating replication, 
failover testing, DRaaS (disaster recovery as a service) reporting, and 24/7 
troubleshooting assistance from experienced technicians helps to improve the 
success of your DR strategy.

Elements to Look for in a BCDR Solution (Cont.)
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WHOA.com offers a fully-managed Disaster Recovery-as-a-Service (DRaaS) 
solution to meet the critical disaster recovery needs of modern organizations.

WHOA’s DRaaS solution eliminates the complexity and cost of organizations 
having to build out fully-redundant systems to enable BCDR. This offering 
provides assurance that if a disaster strikes your primary datacenter, then your 
protected offsite virtual servers will failover and take on the IT workload to 
minimize business disruption and ensure resiliency.

This DR solution is built from the ground up to protect against a variety of 
disasters, including natural disasters, power failures, network outages, 
hardware failures, human error, and software failures. 

Our solution is powered by industry-leading replication technology, which 
leverages virtualized infrastructures to ensure strong RTOs and RPOs for 
businesses.

WHOA’s VM-based replication allows for flexible DR scenarios, including:

  WHOA Secure Cloud to WHOA Secure Cloud 

  WHOA Private Cloud to WHOA Secure Cloud

  Customer on Premise Cloud to WHOA Public Cloud

The WHOA.com Business Continuity 
and Disaster Recovery Solution
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Your protected virtual server's data, websites, and applications are 
continuously replicated to a WHOA datacenter of your choice. WHOA uses 
three geographically-diverse Tier IV data centers with top of the line physical 
security to ensure safety for your replication servers.

This allows for us to secure your virtual servers and data in a WHOA Data 
Center (WDC) in the event of any determined disaster, whether it is natural or 
not.

Our DRaaS solution provides the safety net for business continuity by having 
a secondary datacenter on our Secure Cloud that has your virtual server in a 
powered off state, ready for quick deployment to allow for business continuity 
in the event of a disaster for a lower RTO.

Failover Ready Environment: 

We will have a WDC ready to quickly provision your 
protected virtual Servers ready and waiting for a failover in 
the secondary datacenter to keep your business running 
in the event of a disaster.

RTO within Minutes: 

Our DRaaS provides continuous, near-synchronous 
replication - with no snapshots or checkpoints, that will 
provide assurance that your protected virtual servers will 
be brought back online with nearly no data loss.  You get 
continuous replication that causes NO application or VM 
performance impact.

Key Features of the WHOA DRaaS 
Solution:

The WHOA.com Business Continuity and Disaster Recovery Solution (Cont.)
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Failover Plan

We will work with you on creating Virtual Protection Groups 
(VPGs), which allows for the recovery of multi-VM application 
stacks together, and set the prioritization of failover for the 
VPGs to ensure that your critical applications get started as 
quickly as possible and get your business up and running 
again. We also assist with setting up your environment to 
Failback, which provides reverse protection once your 
primary environment is in a stable state and able to start 
receiving replication to allow for a continuous DR solution.

Failover Testing: 

We will coordinate with you on doing failover testing that is 
non-disruptive to your production environment.  There is no 
impact to production VMs nor does it stop the continuous 
replication process, and the testing is done in an isolated 
network.  

Recovery Options:  

Provides recovery to previous points-in-time for either a 
restoration of a virtual server, file or folder.

Compliance:

Your replicated VMs are transmitted to a Tier IV data 
center that is ISO 27001 Certified for compliance.  Having 
this DRaaS solution also supports your compliance 
requirement for HIPAA based on Contingency Planning. 
[HIPAA Contingency Plan 164.308(a)(7)(i)]

The WHOA.com Business Continuity and Disaster Recovery Solution (Cont.)
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Troubleshooting:  

We will assist with troubleshooting of Replication issues.

Quarterly DRaaS Analysis Reports: 

Our NOC will provide you the replication logs, usage 
reporting, and help identify if there needs to be additional 
virtual servers to be added to VPGs to be protected and 
prioritized for failovers.

Cost Effectiveness:

No need to budget for expensive capital expenditures.  A 
monthly charge of replication per virtual server will maintain 
your Disaster Recovery strategy.

The WHOA.com Business Continuity and Disaster Recovery Solution (Cont.)
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WHOA.com provides secure cloud hosting and disaster recovery 
solutions to enhance clients’ strategic and business operations with 
mission-critical cloud infrastructure. This is backed by a dedicated 

team of experienced, proactive professionals who are empowered to 
deliver enterprise-level solutions with all of the attention and care of 

a local business partner.

Connect with Us:
Website 
www.whoa.com

Twitter 
@WhoaCloud

Facebook 
WhoaCloud

LinkedIn 
Whoa

Google+ 
+Whoacloud

US 877-700-WHOA           © 2016 WHOA.com All rights reserved.

Contact WHOA.com Now!
Are you ready to discuss your disaster recovery solution?

https://www.whoa.com/
https://twitter.com/WhoaCloud
https://www.facebook.com/WhoaCloud/
https://www.linkedin.com/company/whoa
https://plus.google.com/+Whoacloud/posts
https://www.whoa.com/contact/

