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What is Penetration Testing? 
Penetration testing, or pen-test, is an attempt to 
evaluate the security of an IT infrastructure by safely 
trying to exploit vulnerabilities. These vulnerabilities 
may exist in operating systems, services and 

application flaws, improper configurations or risky end-user behavior. 
Such assessments are also useful in validating the efficacy of 
defensive mechanisms, as well as, end-user adherence to security 
policies.

Penetration tests are typically performed using manual or automated 
technologies to systematically compromise servers, endpoints, web 
applications, wireless networks, network devices, mobile devices and 
other potential points of exposure. Once vulnerabilities have been 
successfully exploited on a particular system, testers may attempt to 
use the compromised system to launch subsequent exploits at other 
internal resources – specifically by trying to incrementally achieve 
higher levels of security clearance and deeper access to electronic 
assets and information via privilege escalation.

Information about any security vulnerabilities successfully exploited 
through penetration testing is presented to IT and network system 
managers to help those professionals make strategic conclusions and 
prioritize related remediation efforts.

The Benefits of  
Penetration Testing
• Intelligently Manage  

Vulnerabilities

• Avoid the Cost of Network 
Downtime

• Meet Regulatory Requirements 
and Avoid Fines

• Preserve Corporate Image and 
Customer Loyalty

Network   
Penetration Testing
Identify exploitable vulnerabilities and verify 
that your infrastructure is resilient against the 
most advanced network level attacks.
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Penetration testing should be performed on a regular basis to ensure more consistent IT and network 
security management. A pen-tester will reveal how newly discovered threats or emerging vulnerabilities may 
potentially be assailed by attackers. In addition to regularly scheduled analysis and assessments required by 
regulatory mandates, tests should also be run whenever:

• New network infrastructure or applications are added

• Significant upgrades or modifications are applied to infrastructure or applications

• New office locations are established

• Security patches are applied

• End user policies are modified

• Growth via mergers and acquisitions

• PCI merchants that are not P2PE, are required to perform 1x per year

• PCI Merchant Service Providers are required to perform 2x per year

How Often Should Your Business 
Perform Penetration Tests?

Why Perform Penetration Tests?
• Required by regulations

• Security breaches and service interruptions are costly

• It is impossible to safeguard all information, all the time

• Penetration-testing identifies and prioritizes security risks

As you can see, performing penetration testing or hiring a pen-tester to test your network is a proactive 
effort of protecting your network and business from risks before attacks or security breaches occur.

For more information call (877)  700-WHOA
or email partners@whoa.com
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